PARLAMENTUL ROMANIEI
CAMERA DEPUTATILOR SENAT

LEGE

pentru ratificarea Acordului dintre Guvernul Rominiei i Guvernul Republicii Letonia
privind protectia reciproci a informatiilor clasificate, semnat la Bucuresti la

11 iunie 2009

Parlamentul Rominiei adopti prezenta lege

Articol unic.- Se ratifici Acordul dintre Guvernul Roméniei si Guvernul Republicii

Letonia privind protectia reciprocd a informatiilor clasificate, semnat 1a Bucuresti la 11 iunie
2009.

Aceasti lege a fost adoptati de Parlamentul Roméiniei, cu respectarea
prevederilor articolului 75 §i ale articolului 76 alineatul (2) din Constitutia Rominiei,

republicata.

PRESEDINTELE PRESEDINTELE
CAMEREI DEPUTATILOR SENATULUI

Roberta Alma Anastase Mircea GZO‘(

Bucuresti, 3 JUe 2afo
Nr. / ) 3



ACORD
INTRE

GUVERNUL ,RQMANIEI
{', 0 — AN

f “SI

\‘ .

GUVERNUL REPUBLICII LETONIA
PRIVIND PROTECTIA RECIPROCA

A INFORMATIILOR CLASIFICATE

SR L B I S e R P R RN T EE TR




Guvernul Romaéniei si Guvernul Republicii Letonia, denumite in continuare
Pirti Contractante,

In scopul asiguririi protectiei Informatiilor Clasificate schimbate direct sau
prin intermediul altor autoritéti ori persoane juridice de drept public sau privat care
gestioneazi Informatii Clasificate ale statului celeilalte Pérti Contractante si in cadrul
activitatilor care sunt in responsabilitatea Autorititilor Competente de Securitate din
statele Partilor Contractante,

.

Au convenit urmatoarele:

ARTICOLEES,
DOMENIUL DE’ APLICARE

(1) Prezentul Acord (denumit in contmuare Acord) va sta la baza tuturor
activititilor ce implica, in conformitate cu leglle si regulamentele nationale,
schimbul de Informatii Clasificate intre Partilé Contractante, prin intermediul
Autoritatilor Competente de Securitate sau prin intermediul altor autoritati ori
persoane juridice de drept public sau privat, referitor la:

a) cooperarea intre Partile Contractante in domeniul apararii §i sigurantei
nationale;

b) cooperarea, proiectele comune, contractele sau alte raporturi intre autoritéti
ori persoane juridice de drept public sau privat din statele Partilor Contractante in
domeniul aparérii §i sigurantei nationale;

c) vanzarea de echipamente, produse i know-how.

(2) Prezentul Acord nu va afecta obligatiile celor doua Parti Contractante ce
derivd din alte acorduri internationale i nu va fi folosit Impotriva intereselor,

......

securititii si integritatii teritoriale ale altor state.




~ ARTICOLUL 2
DEFINITII

in sensul prezentului Acord:

a) Informatie Clasificati inseamna:
orice informatie, document si material de orice fel, indiferent de formia, modalitate
sau circumstante de generare, care necesiti protectie impotriva accesului neautorizat
din ratiuni de interes public si care a fost clasificatd de oricare dintre Partile
Contractante In conformitate cu legile si regulamentele nationale;

b) Clasificare de Securitate inseamnai:
categorie care, in conformitate cu legile si regulamentele nationale, releva importanta
Informatiei Clasificate si care determind anumite restrictii privind accesul, masurile
de protectie si marcarea;

¢) Contract Clasificat inseamna:
un acord intre autorititi si persoane juridice de drept public ori privat sau intre
persoanele Jundlce de drept pubhc sau pnva(t,_ LKcare se stabilesc si se definesc
drepturile si obligatiile intre parti si care con:t_me sahl 1mp11ca Informatii Clasificate;

\
PR

d) Contractor sau Sub—contractor n%*eamné 3]
.persoana juridica de drept pubhc sau privat, abilitat sé/{nchele Contracte Clasificate,
in conformitate cu legile si regulamentele nationale alé statelor Partilor Contractante;

e) Incident de Securitate inseamna:
o actiune sau inactiune contrard legilor si regulamentelor nationale al carei rezultat
poate periclita sau compromite Informatiile Clasificate;

f) Compromiterea Informatiilor Clasificate inseamna:
o situatie in care — datoritd unui Incident de Securitate sau unei activititi ostile
(precum spionaj, act de terorism sau furt) — Informatiile Clasificate si-au pierdut
confidentialitatea, integritatea ori disponibilitatea sau cénd serviciile si resursele
auxiliare si-au pierdut integritatea sau disponibilitatea. Aceasta include pierderea,
dezviluirea citre persoane neautorizate, modificarea si distrugerea neautorizate sau

refuzul serviciului;




g) Anexa de Securitate inseamna:
un document emis de cétre autoritatea indreptititd, ca parte a oricirui Contract sau
sub-contract Clasificat, in care sunt mentionate cerintele de securitate sau acele
elemente ale contractului ce necesita protectie;

h) Lista Clasificarilor de Securitate inseamna: -
lista ce contine informatii referitoare la diversele aspecte ale unui Contract Clas1ﬁcat
care ar trebui clasificate si nivelurile de Clasificare de Securitate atribuite acestora.
Lista Clasificarilor de Securitate poate fi anexatd sau incorporati in Anexa de

Securitate;

i) Certificat de Securitate a Personalului inseamna:
o decizie pozitivd luatdi de o autoritate competentd pe baza unei proceduri de
investigatie care atestd loialitatea §i onestitatea unei persoane si dovedeste
conformitatea cu alte conditii previzute in legile gi regulamentele nationale;

" ,_‘\~
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j) Certificat de Securitate Ind trials i’itseamna
o decizie pozitivd luatid de o autqfs:e/ competenta care atestd capacitatea unei
persoane juridice de drept public éaw privat de a detine si proteja corespunzitor
Informatii Clasificate si care dovedeste conformrtatea cu alte conditii prevazute in
legile st regulamentele nationale; T

k) Necesitatea de a cunoaste inseamna:
principiul potrivit cdruia accesul la Informatii Clasificate se acordd, in mod
individual, numai persoanelor care, pentru exercitarea atributiilor oficiale, trebuie si
acceseze astfel de informatii;

1) Autoritatea Competenta de Securitate inseamna:
autoritatea Piartii Contractante care, potrivit legilor §i regulamentelor nationale,
coordoneazi, la nivel national, activitatea de protectie a Informatiilor Clasificate.
Aceste autoritati sunt mentionate la art. 6;

m) Autoritatea Desemnata de Securitate inseamna:
institutia care, in conformitate cu legile si regulamentele nationale si in coordonarea
Autorititii Competente de Securitate, are competente specifice in domeniul protectiei
Informatiilor Clasificate;

n) Tert inseamna:

o organizatie internationald, un guvern, o persoana juridica de drept public sau privat
care nu este parte la prezentul Acord.
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ARTICOLUL 3
PROTECTIA INFORMATIILOR CLASIFICATE

(1) In conformitate cu legile si regulamentele nationale, Partile Contractante
vor lua masuri corespunzitoare pentru a asigura protectia Informatiilor Clasificate
schimbate sau elaborate In comun, ca rezultat al oricarui acord sau relatie intre
autorititi si persoane juridice de drept public ori privat din statele respective, potrivit
echivalentei nivelurilor de Clasificare de Securitate reglementate la art. 4.

(2) Partea Contractantd primitoare §i autorititile sau persoanele juridice de
drept public ori privat din statul sdu nu vor utiliza un nivel mai scizut de Clasificare
de Securitate pentru Informatiile Clasificate primite si nici nu vor declasifica aceste
informatii, fard acordul prealabil scris al Autoritdtii Competente de Securitate din
statul Partii Contractante emitente. Autoritatea Competentd de Securitate a Partii
Contractante emitente va informa asupra oricaror modificéri survenite in Clasificarea
de Securitate a informatiilor schimbate. y / pF RO 5?;:_-\

(3) Documentele marcate STR(ICT SECRET DE IMPORTANTA
DEOSEBITA / SEVISKI SLEPENI / TOP SECRET vor putea fi traduse si
multiplicate numai cu acordul prealabil scris al Autontatu Competente de Securitate
a Partii Contractante emitente.

(4) Informatiile Clasificate vor fi distruse in asa fel incét orice reconstituire a
acestora, totala sau partiald, sa fie imposibila. Partea Contractantd emitentd va fi
notificatd cu privire la distrugere. Informatiile Clasificate STRICT SECRET DE
IMPORTANTA DEOSEBITA / SEVISKI SLEPENI / TOP SECRET nu vor fi
distruse, ci vor fi returnate Partii Contractante emitente. In cazul in care returnarea
nu este posibild, Informatiile Clasificate STRICT SECRET DE IMPORTANT A
DEOSEBITA / SEVISKI SLEPENI / TOP SECRET vor fi distruse.

(5) Accesul in zonele si obiectivele in care se gestioneazd Informatii
Clasificate primite de la cealaltd Parte Contractantd va fi permis numai persoanelor
autorizate potrivit legilor si regulamentelor nationale ale statelor Partilor
Contractante, cu respectarea principiului ,,Necesititii de a cunoaste”.

(6) Nici una dintre Partile Contractante nu va transmite unui Tert Informatii
Clasificate primite fird consimtimaéntul prealabil scris al Autorititii Competente de
Securitate din statul Partii Contractante care a transmis informatiile. Prezentul Acord
nu va fi invocat de nici una dintre Pirtile Contractante pentru a obtine Informatiile
Clasificate pe care cealaltd Parte Contractanti le-a primit de la un Tert.




(7) La finalizarea activité’;ilor contractuale care implica schimbul de Informatii
Clasificate, acestea vor fi returnate originatorului.

ARTICOLUL 4
CLASIFICARILE DE SEC

~

.Q-

Partile Contractante au stabilit echiv Enta ClaSIﬁbarllor de - Securitate
nationale, dupa cum urmeaza: TS

STRICT SECRET DE SEVISKI SLEPENI TOP SECRET

IMPORTANTA
DEOSEBITA
STRICT SECRET SLEPENI SECRET
SECRET KONFIDENCIALI CONFIDENTIAL
SECRET DE SERVICIU DIENESTA RESTRICTED
VAJADZIBAM
ARTICOLUL 5

CERTIFICATELE DE SECURITATE

(1) Fiecare Parte Contractantd va garanta faptul cad orice persoand care, in
virtutea functiilor detinute si atributiilor de serviciu, necesita acces la Informatii
Clasificate, detine un Certificat de Securitate a Personalului valabil §i de nivel
corespunzitor, emis de Autoritatea Competentd de Securitate sau de alte autorititi
corespunzitor desemnate In conformitate cu legile §i regulamentele nationale.

(2) La cerere, Autorititile Competente de Securitate din statele Partilor
Contractante, respectiand legile si regulamentele nationale in domeniu, isi vor acorda
asistenti reciprocd in cazul procedurilor de vetting care preced emiterea
Certificatului de Securitate a Personalului si a Certificatului de Securitate Industriala.
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In acest sens, se pot conveni aranjamente specifice intre Autorititile Competente de
Securitate ale Partilor Contractante.

(3) Partile Contractante isi vor recunoaste reciproc Certificatele de Securitate a
Personalului si Certificatele de Securitate Industriald emise conform legilor si
regulamentelor nationale din statele respective.

(4) Autorititile Competente de Securitate se vor anunta reciproc asupra
oricaror modificdri ale Certificatelor de Securitate si Certificatelor de Securitate
Industriald, 1n special asupra cazurilor de retragere a acestora.

) ARTICOLUL 6
AUTORITATILE COMPETENTE DE SECURITATE

(1) Autoritatile Competente ‘de “Securitate responsabile, la nivel national, de
implementarea §i controalele relevante ale tuturor aspectelor prezentului Acord sunt:

Guvernul Romaéniei Biroul pentru Protectia Constitutiei
Oficiul Registrului National al Miera 85a, Riga, LV 1013
Informatiilor Secrete de Stat (ORNISS)
Bucuresti — Str. Mures nr. 4, Sector 1

ROMANIA LETONIA

(2) Pentru a mentine standarde de securitate similare, fiecare Autoritate
Competentd de Securitate va furniza, la cerere, celeilalte Autoritati Competente de
Securitate informatii referitoare la organizarea si procedurile sale de securitate. in
acest sens, Autorititile Competente de Securitate vor conveni si asupra modalititilor
in care se vor efectua vizite reciproce in ambele tari.

(3) Dacid este cazul, Autorititile Competente de Securitate se vor consulta
reciproc asupra aspectelor tehnice de implementare a prezentului Acord si, prin
consens, pot elabora protocoale de executie suplimentare.




ARTICOLUL 7
VIZITE

(1) Vizitele in incintele unde se elaboreaza, se gestioneazi sau se depoziteazi
Informatii Clasificate ori unde se desfigoard activititile prevazute la art. 1 vor fi
permise, pentru vizitatorii din statul celeilalte Parti Contractante, numai de catre
Autoritatea Competentd de Securitate / Autoritatea Desemnatd de Securitate din
statul respectiv.

(2) Cererea de vizitare va cuprinde urmétoarele informatii:

a) numele §i prenumele vizitatorului, data si locul nasterii, cetitenia, numarul
pasaportului sau al altui document de identitate al vizitatorului;

b) functia vizitatorului si denumirea institutiei, firmei sau organizatiei pe care
o reprezinta;

¢) confirmarea faptului ci vizitatorul este autorizat sau detine Certificat de
Securitate a Personalului;

d) denumirea si adresa obiectivului ce urmeaza a fi vizitat si scopul vizitei;

e) persoana de contact de la obiectivul ce urmeazi a fi vizitat, contacte
anterioare si alte informatii utile care justifica vizita;

f) data estimatd a sosirii i plecarii, precum si durata vizitei.

(3) Valabilitatea autorizatiei pentru v%@ﬁvfl depasi 12 luni.
H _cf‘ T

3 daca sunt convenite de Autorititile

Competente de Securitate. '

(5) Fiecare Parte Contractantd va garanta protectia datelor personale ale
vizitatorilor in conformitate cu legile si regulamentele nationale in domeniu.

ARTICOLUL 8
CONTRACTE CLASIFICATE

(1) In cazul in care oricare dintre Partile Contractante, autorititile ori
persoanele juridice de drept public sau privat din statul acesteia intentioneazd sa
incredinteze un Contract Clasificat ce urmeazi a se derula pe teritoriul statului
celeilalte Parti Contractante, atunci Partea Contractantd din statul in care se
deruleazi contractul isi va asuma responsabilitatea de a proteja Informatiile
Clasificate legate de contract, in conformitate cu legile si regulamentele nationale.




(2) Inainte de diseminarea citre Contractori sau potentiali Contractori a
oriciror Informatii Clasificate primite de la cealaltd Parte Contractantd, Partea
Contractantd primitoare, prin intermediul Autorititii Competente de Securitate, va
trebui:

a) sd acorde Certificate de Securitate Industriald de nivel corespunzitor
Contractorilor sau potentialilor Contractori cu conditia ca acestia sd fi indeplinit
cerintele necesare eliberirii certificatului;

b) si acorde Certificate de Securitate a Personalului de nivel corespunzitor
tuturor membrilor personalului ale céaror indatoriri necesiti acces la Informatii
Clasificate cu conditia ca aceste persoane s fi indeplinit cerintele necesare eliberarii
certificatului.

(3) Pirtile Contractante se vor asigura cé fiecare Contract Clasificat cuprinde o
Anexi de Securitate corespunzitoare ce include o Lista a Clasificirilor de Securitate.

(4) Proceduri suplimentare referitoare la Contractele Clasificate vor fi
elaborate si convenite de Autorititile Competente de Securitate ale Partilor
Contractante.

(5) Partile Contractante vor asigura protegpa &reﬁtuhlor de autor, drepturilor
de proprietate industriald — inclusiv a brevetel&‘ de” lnventle — si a oricaror altor
drepturi legate de Informatiile Clasificate schlm\bate intre statele lor, in conformitate
cu legile si regulamentele natlonale in domeniu. - :

(6) Contractorul va supune aprobarii prealablle a Autontatu Competente de
Securitate Sub-contractorii interesati de sub-contractele clasificate. in cazul
aprobiirii, Sub-contractorul trebuie sd indeplineasca aceleasi obligatii de securitate ca
si cele prevazute in sarcina Contractorului.

ARTICOLUL 9
MARCAREA INFORMATIILOR CLASIFICATE

(1) Informatiile Clasificate primite vor fi marcate cu nivelul national al
Clasificarii de Securitate, conform echivalentei prevazute la art. 4.

(2) Copiile si traducerile Informatiilor Clasificate primite se vor marca si
gestiona la fel ca si originalele.




(3) Cerintele referitoare la marcare se vor aplica si Informatiilor Clasificate
rezultate in cadrul unui Contract Clasificat.

ARTICOLUL 10
TRANSMITEREA INFORMATIILOR CLASIFICATE

(1) Informatiile Clasificate se vor transmite de reguld prin curier diplomatic /
militar sau prin alte mijloace aprobate de Autorititile Competente de Securitate.
Autoritatea Competentd de Securitate primitoare va confirma primirea Informatiilor
Clasificate.

(2) In cazul unui volum mare de Informatii Clasificate ce urmeazi a fi
transmise, Autoritafile Competente de Securitate vor conveni si vor aproba
modalititile de transport, ruta si masurile de securitate pentru fiecare caz in parte.

(3) Pot fi utilizate si alte mijloace aprobate pentru transmiterea sau schimbul
de Informatii Clasificate, daca sunt convenite de citre Autoritatile Competente de
Securitate.

ARTICOLUL 11
INCIDENTELE DE SECURITATE $1 COMPROMITEREA

(1) In cazul producerii unui Incidentde Securitate care duce la Compromiterea
sau posibilitatea Compromiterii Infonnagﬁiﬁ}r‘ Clasificate, Autoritatea Competenti de
Securitate din statul in care s-a produs Incidentul de Securitate va informa imediat
Autoritatea Competentd de Securitate din statul celeilalte Parti Contractante, va
asigura investigatia de securitate adecvati a acestui caz si va lua misurile necesare
de limitare a consecintelor, in conformitate cu legile si regulamentele nationale. Daci
este nevoie, Autorititile Competente de Securitate ale Partilor Contractante vor
coopera la investigatie.

(2) In cazul in care compromiterea s-a produs intr-un stat tert, Autoritatea
Competentd de Securitate din statul Partii Contractante emitente va actiona conform
alin. (1). -

(3) In orice situatie, cealalti Parte Contractanti va fi informati asupra
rezultatelor investigatiei si va primi concluziile referitoare la cauzele evenimentului
si dimensiunea prejudiciului.

 a
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ARTICOLUL 12
SOLUTIONAREA DIFERENDELOR

Orice diferend privind interpretarea.si aplicarea prezentului Acord se va
solutiona prin consultiri intre Autorititile Competente de Securitate ale statelor
Pirtilor Contractante. In cursul consultirilor in vederea solutiondrii controverselor,
Pirtile Contractante vor continua si isi indeplineascd obligatiile de securitate ce
derivi din prezentul Acord.

ARTICOLUL 13
CHELTUIELI

Fiecare Parte Contractantdi va suporta cheltuielile proprii legate de
implementarea prezentului Acord.

ARTICOLUL 14
DISPOZITII FINALE

este supus aprobirii in conformitate cu procgdtrile legale nationale din statul fiecarei
Pari Contractante §i va intra in vigoare lat 5ata primirit ultimei notificari prin care
Partlle Contractante se informeazi reciproc ci au fost incheiate procedurile legale
nat,zlonale, necesare pentru intrarea in vigoare a prezentului Acord.

(1) Prezentul Acord este incheiat pe pgﬁﬂa?mdetermmata Prezentul Acord

(2) Prezentul Acord poate fi denuntat oricind. Incetarea valabilititii va deveni
efectiva la 6 (sase) luni dupa notificarea ei catre cealaltd Parte Contractanta. Toate
Informatiile Clasificate furnizate in baza prezentului Acord vor continua si fie
protejate si dupd incetarea valabilititii acestuia, In conformitate cu prevederile
Acordului sau alte solicitéri ale emitentului.

(3) Prezentul Acord poate fi amendat pe baza consimtiméantului reciproc al
Pirtilor Contractante, prin schimb de note, pe canale diplomatice. Amendamentele
convenite vor intra in vigoare in conformitate cu aceleasi proceduri previdzute pentru
intrarea in vigoare a prezentului Acord.

(4) Fiecare Parte Contractantd va notifica prompt cealaltd Parte Contractanta
asupra oricdror modificéri intervenite in legile si regulamentele nationale, care ar
putea afecta protectia Informatiilor Clasificate la care se referd prezentul Acord in

il
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acest caz, Partile Contractante se vor consiy_lsfa JJ
1 tot’

eventuale modificéri ale prezentului Acord.

scris altfel de citre Partea Contractanti emitentd.

Semnat la Bucuresti la 1 puwiie 2009 , in dous

fiecare in limbile romana, letona si englezi, toate textele fiind egal autentice. In caz

de diferente in interpretare, textul in limba engleza va prevala.
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RUMANIJAS VALDIBAS
UN

LATVIJAS REPUBLIKAS VALDIBAS
){;6{}/ F.:.C s

PAR SAVSTARPEJU KLASIFICETAS

INFORMACIJAS AIZSARDZIBU




Rumanijas valdiba un Latvijas Republikas valdiba, turpmak sauktas par
Ligumslédz&jam Pusém,

M | |
lai aizsargatu klasific€to informaciju, ar kuru apmaipa notikusi tie$i vai caur citam
valsts institiicijam vai publiskam vai privatam juridiskam personam, kuru darbs
saistits ar otras Ligumslédzéjas Puses klasificeto informaciju tadu jautajumu
ietvaros, kas ir Ligumslédz&ju Pusu atbildigo drosibas iestazu parzina,

ir vienojusas par sekojoSo:

1.PANTS
PIEMEROSANA

1. Sis Ligums (turpmak tekstd — Ligums) ir pamats jebkurai darbibai, lai saskapa
ar nacionaliem normativajiem aktiem vej ’;'gfs?@pmslédzéju Pusu klasificétas
{\"iestéiu vai.citu valsts institiiciju, vai
miecibu $adu jautdjumu ietvaros:

a) Ligumslédz&ju Pusu sadarbiba nacionalas aizsardzibas un nacionalas drosibas
joma;

b) Ligumslédz&ju Pusu valsts institiiciju vai publisku vai privatu juridisko personu
sadarbiba, kopuzpémumi, ligumi vai citas attiecibas nacionalas aizsardzibas un

nacionalas drosibas joma;
c) iekartu, izstradajumu un nepatentéto praktisko zinaSanu pardoSana.

2. Sis Ligums neietekmé abu Ligumslédzgju Pusu atbildibu, kas izriet no citiem
starptautiskiem ligumiem un to nedrikst izmantot pret citu valstu interesém,

dro$ibu un teritorialo integritati.

2.PANTS
DEFINICIJAS

S1 Liguma ietvaros lieto $adus terminus:

03- .'U;\
a) Klasificéta informacija nozime: . s A&’&’} ;ig
informaciju, dokumentu vai materialu neatkarigi no ta izskata, radiSanas vmda! Be -
apstakliem, kam publisku intereSu de] ir nepiecieSama alzsardz‘bq ?reft ;
2 L
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nesankcionétu piek}iiSanu un kuru ir klasific€jusi kada no Ligumslédz€jam Pusém
- saskapa ar tas nacionalajiem normativajiem aktiem;

b) Klasifikacijas pakape nozimé:

limeni, kur§ saskapa ar nacionalajiem normaﬁvajiem aktiem raksturo klasificétas
informacijas nozimi un kura nosaka zinamus pieejas ierobeZojumus, alzsardzibas
pasakumus un apzimé€jumus Sai informacijai; :

¢) Klasificéts ligums nozime:
ligumu, kas noslégts starp valsts institicijam un publiskdm vai privatam
juridiskam personam vai divam publiskam vai privatam juridiskdm personam,
kas nodibina un nosaka izpildamas tiesibas un piendkumus starp tam un satur vai
ietver klasificéto informaciju;

d) Ligumslédzéjs vai ligumsledzéjs, kas izpilda apakSligumu, nozime:
publisku vai privatu juridisku personu, kas ir tiesiga uzpemties klasificétu ligumu
izpildi saskapd ar Ligumslédz€ju PuSu valstu nacionalajiem normativajiem
aktiem;

¢) Drosibas prasibu parkapums nozime:
darbibu vai bezdarbibu, kas ir pretruna ar nacionaliem normativajiem aktiem, ka
rezultata var tikt apdraudéta vai kompromiteta klasificéta informacija;

f) Klasificetas informacijas nesankcnp@ﬁhpgusana nozime:

situaciju, kad drosibas pras'bu park?éﬁma vai“citas pretdarbibas rezultata (tadas
k3 spiegoSana, terora akts vai zadz‘f@a) klaSIﬁceta informacija zaudé slepenibu,
nozimigumu vai izmantojamibu, Yvai “atbalsta funkcijas un resursi zaudé
nozimigumu vai izmantojamibu. Tas iek]auj informacijas nozaudéSanu, izpauSanu
nepilnvarotim personam, nepilnvarotu izmaigu veikSanu, informacijas
iznicinasanu vai nepieejamibu;

g) Drosibas aspektu véstule nozimé:

dokumentu, ko izsniedz atbildiga institiicija un kas tiek ietverts jebkura klasificéta
liguma vai apaksliguma un nosaka liguma droSibas prasibas vai tas liguma
sadalas, kam ir nepiecieSama aizsardziba;

h) Drosibas klasifikaciju radltajs nozime:

informacijas uzskaiti, kas ir saistita ar dazadiem kla51ﬁceta liguma aspektiem,
kam ir nepiecieSama klasifikacija un Sai informacijai pieskirtas klasifikacijas
pakapes. Sads saraksts var tikt iek]auts drosibas aspektu véstul€ vai pievienots tas

pielikuma;

i) Speciala atlauja nozime: _

atbildigas institiicijas pozitivu lémumu pé€c parbaudes veik3anas, ku ek ey

noteikta personas lojalitate, uzticamiba un atbilstiba citam pras'bam, '.

noteiktas nacionalos normativajos aktos; x\\fy;‘j_, o
3 \t:_-'._,,.:_': —




j) Industriilas drosibas sertifikats nozimé:

atbildigas institlicijas pozitivu lémumu, ar kuru tiek noteikta publiskas vai
privatas personas spéja atbilsto$i glabat un aizsargat klasificéto informaciju «n
atbilstiba citam prasibam, kas ir noteiktas nacionalos normativajos aktos;

k) NepiecieSamiba zinat nozimé:
" principu, saskapa ar kuru pieeja klasificétai informacijai var tikt pieskirta tikai
tam personam, kam ta ir nepiecieSama saistiba ar vipu darba pienakumiem,;

1) Atbildiga droSibas iestade nozimé:

iestadi, kas saskapa ar nacionaliem normativajiem aktiem koordiné klasificétas
informacijas aizsardzibas pasakumus valsts limeni. Sis iestades ir uzskaititas
6.panta;

.'..__;_\-.,

m) Pilnvarota droSibas iestade nozimé;~ =

iestadi, kas saskapa ar nacionaliem fé)rmatmajlein aktiem un, koordingjot ar
atbildigo droSibas iestadi, veic kox{iﬁnetas ﬁmkcgas klasificeétas informacijas
- aizsardzibas joma; WD

n) Tresa puse nozime:
starptautisku organizaciju, valdibu, publisku vai privatu juridisku personu, kas
nav §i Liguma puse.

3.PANTS
KLASIFICETAS INFORMACIJAS AIZSARDZIBA

1. Saskapa ar naciondliem normativajiem aktiem Ligumslédz€jas Puses veic
atbilstoSus pasakumus, lai aizsargatu klasificéto informaciju, kas tiek nodota vai
kopigi radita uz jebkada starp attiecigo valstu iestadém vai So valstu publiskam un
privatam juridiskam personam noslégta liguma vai pastavoSo attiecibu pamata
saskana ar klasifikacijas pakapém, ka noteikts 4.panta.

2. Sanéméja Ligumslédzeja Puse un tas valsts iestddes vai tas publiskas vai
privatas juridiskas personas nedrikst pazeminat sapemtas klasificétas informacijas
klasifikacijas pakapi vai deklasificét So informaciju bez ieprieks€jas rakstiskas
nosiititijas Ligumslédz€jas Puses valsts atbildigds droSibas iestades at]aujas.
Nosiititdjas Ligumslédz€&jas Puses atbildiga drosibas iestade informé par jebkuram
izmaipam nodotas informacijas klasifikacijas pakape.

3. Dokumentus, kas klasificéti ka STRICT SECRET DE IMPORTANTA
DEOSEBITA / SEVISKI SLEPENI / TOP SECRET, atlauts tulkot un pavairét. -
tikai ar nosiititdjas Ligumslédzgjas Puses atbildigas droSibas iestades 1epnekseju;

rakstisku at]auja. R




4. Klasificéta informacija tiek iznicinata tada veida, lai noveérstu tas pilnigu vai
da]éju atjaunoSanu. Nosiititajai Ligumslédzgjai pusei tiek pazipots par veikto
iznicinasanu. Klasificéta informacija, kas apziméta ka STRICT SECRET DE
IMPORTANTA DEOSEBITA /SEVISKI SLEPENI /TOP SECRET, netiek
iznicinata, bet to nosiita atpaka] nosutitajai Ligumsi€dzéjai Pusei. Ja nosiitiSana
atpaka] nav iesp€jama, klasificéta informacija, kas apziméta ka STRICT SECRET
' DE IMPORTANTA DEOSEBITA / SEVISKI SLEPENI / TOP SECRET, tiek
iznicinata.

5. Pieeja vietam un objektiem, kur tiek veiktas darbibas ar klasificéto informaciju,
kas sapemta no otras Ligumslédz&jas Puses tiek at]auta tikai tim personam, kuras
ir pilnvarotas saskapa ar Ligumslédz€ju Pusu valstu naciondlajiem normativajiem
aktiem un ievérojot principu “nepiecieSamiba zinat”.

6. Neviena no Ligumslédz€jam Pusém /nenQdod klasificéto informaciju treSajai
pusei bez nosutitdjas Ligumsleédzgj ’/,l{uses Valsts atbildigas drosibas iestades
iepriekS€jas rakstiskas atlaujas. l\%ilena no ngumsledzejam Pusém nevar
atsaukties uz So ligumu, lai mgutu klaSIﬁéeto informaciju, kuru otra
Ligumslédz&ja Puse ir sap€musi no tresas puses

7. Kad ligumsaistibas, kas ietver klasxﬁcetas mformacijas apmainu, tiek izbeigtas,
§1 informacija tiek nodota informacijas autoram.

4.PANTS
KLASIFIKACIJAS PAKAPES

1. Ligumslédzgjas Puses vienojas, ka nacionalo klasifikacijas pakapju ekvivalence
ir §ada:

" STRICT SECRET DE

IMPORTANTA SEVISKI SLEPENI TOP SECRET
DEOSEBITA
STRICT SECRET SLEPENI - SECRET
SECRET KONFIDENCIALI CONFIDENTIAL
DIENESTA
SECRET DE SERVICIU VAJADZIBAM RESTRICTED




5.PANTS
SPECIALAS ATLAUJAS UN INDUSTRIALAS DROSIBAS SERTIFIKATI

1. Katra Ligumslédzéja Puse nodrosina, ka jebkurai personai, kam saistiba ar tas
darba pienakumiem vai funkcijam, ir nepiecieSama pieeja klasificélai
informacijai, ir atbildigas drosibas iestades vai citas saskapa ar nacionalajiem
normativajiem aktiem pilnvarotas iestades izsniegta atbilsto$a speciala at(auja.

2.Péc pieprasijuma un ievérojot attiecigos naciondlos normativos aktus,
Ligumslédzgju PuSu atbildigas droSibas iestades palidz viena otrai veikt
parbaudes proceduras saistiba ar specialas atlaujas un industridlas droSibas
sertifikata izsniegSanu. Sados gadijumos Ligumslédz&ju Pusu atbildigas drosibas
iestades var noslégt atseviskas vienoSanas.

' 1 3. Ligumslédz€jas Puses savstarpéji atzist specialas atlaujas un industrialas
drosibas sertifikatus, kas ir izsniegti saskapa ar to valstu nacioniliem
normativajiem aktiem. e
/ "

4. Atbildigas drosibas iestades mformen@lena otru par Jebkadam izmainam saistiba .:_
ar izsniegtajam specialajam at]aujam uﬁ mdustnalasdros‘bas sertifikatiem, it Ipasi
par to anulé$anas gadijumiem. » r

NN e

6.PANTS
ATBILDIGAS DROSIBAS IESTADES

Lfl 1. Atbildigas droSibas iestades par visu S1 liguma nosacijumu ievéroSanu un
| atbilstosu kontroli nacionalaja liment ir:

Rumanijas valdiba Satversmes aizsardzibas birojs
Klasificétas informacijas Nacionalais Miera 85a, Riga, LV 1013
registra birojs

Bukareste, Mures iela 4, 1.rajons
RUMANIJA LATVIJA

2. Lai uzturétu lidzvertigus drosibas standartus, katra atbildiga droSibas iestade
péc pieprasijuma sniedz otrai informaciju par to droSibas orgamzacuu un
pasikumiem. Sados gadijumos atbildigas drosibas iestades vienojas par vizisu

procediiram abas valstis.

3. Nepiecie§am‘bas gadijuma atbildigas droSibas iestades savstarpgji koﬁsulféjas |
par §1 Liguma jevieSanas tehniskajiem aspektiem un saskapa ar kop€jo ;Vrenosanos .
var noslégt papildus izpildes protokolus. E LY

RN 2 L
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7.PANTS
VIZITES

1. Atlauju apmeklétajiem no vienas Ligumslédzgjas puses valsts apmeklét tadas
telpas, kuras tiek izstradata, apstradata vai glabata klasificéta informacija, vai kur

- tiek veiktas 1.pantd minétas darbibas, izsniedz attiecigas valsts atbildiga drosibas
iestade / pilnvarota droSibas iestade.

2. Vizites pieprasijuma tiek ietverta $ada informacija:

a) apmeklétaja vards un uzvards, dzimSanas datums un vieta, pilsoniba,
apmeklétaja pases vai cita personu apliecinoSa dokumenta dati;

b) apmeklétaja iepemamais amats, tai skaita iestades, uzn€émuma vai organizacijas
nosaukums, kuru tas parstav;

c) apliecinéjums par apmeklétaja tiesibam iepazities ar informaciju dienesta
vajadzibam vai specialo at]auju;

d) apmekl&jamais objekts - nosaukums, atﬁs’e 'ﬁi'i'?apmeklejuma mérkis;

e) kontaktpersona objekta, kuru paredz,@s apmeklet informacija par iepriek$€jo
sadarbibu un cita informacija vizites palﬁatOJumam

f) planotais ieraSanas un aizbraukSanas l,mks un v1zxte'§ ilgums.

\;.h .

3. Vizites apstiprinajuma deriguma termigp$ neparsmedz 12 ménesus.
4. Atbildigas droSibas iestades var vienoties par citam viziSu procediram.

5. Katra Ligumslédz&ja Puse nodroSina apmeklétdju personas datu aizsardzibu
saskapa ar nacionaliem normativajiem aktiem.

8.PANTS
KLASIFICETI LIGUMI

1. Ja jebkura Ligumslédzgja Puse, tas valsts iestades vai tas publiskas vai privatas
juridiskds personas plano slégt klasificétu ligumu par darbu izpildi otras
Ligumslédzéjas Puses valsts teritorija, tad ta Ligumslédzgjas Puses valsts, kura
notiek darbu izpilde, uznemas atbildibu par klasificetas informacijas, kas saistita
ar ligumu, aizsardzibu saskana ar tas nacionalajiem normativajiem aktiem.

2 Pirms jebkuras no otras Ligumslédzéjas Puses sanemtés klasiﬁcétés

sapéméja Ligumslédz€ja Puse ar atbildigas droSibas iestades starpmeﬁlm ’veu; N
sekojoso: 73 \ghé 5y,
fr N ’; LT A ‘.
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a) izsniedz industridlas droSibas sertifikatu ligumslédz&jiem vai iespéjamiem
ligumslédz€jiem, ja tie ir izpildijusi noteiktas prasibas sertifikata sagemsanai;

b) izsniedz specidlo atjauju visam personam, kuru pienadkumu izpildei
nepiecieSama pieeja klasificétai informacijai, ja tas ir izpildijuSas noteiktas
prasibas specialas at]aujas sapemsSanai.

3. Ligumslédzgjas Puses nodroSina, ka katrs klasificéts ligums satur atbil ,tosu
drosibas aspektu veéstuli ar drosibas klamﬁkacuu radltaju :

4. Ligumslédzeju Pulu atbildigas droSibas iestades izstrada un vienojas par
talakam procediiram saistiba ar klasificétiem ligumiem.

5. Ligumslédzgjas Puses nodroSina ipaSumtiesibu, riipniecisko Tpasumtiesibu, tai
skaita patentu, un citu tiesibu, kas saistitas ar klasificeéto informaciju, ar kuru
valstis apmainas, aizsardzibu saskapa ar tas naciondliem normativajiem aktiem.

6. Informaciju par hgumsledzepen‘{ kas ir 1emtereset1 klasificétu apaksligumu
izpildé, ligumslédzgjs iepriek§= 1esmedz g \atblldlgajal drosibas iestadei :
apstiprinaSanai. Ja llgumsledze}s, g kas uzr,lgmas apakSliguma izpildi, tiek J
apstiprinats, tas ievéro tadus pasus droé‘bas notelkumus ka ligumsledzejs. :

9.PANTS
KLASIFICETAS INFORMACIJAS APZIMEJUMI

1. Uz sapemtas klasificetas informacijas tiek veikti nacionalie klasifikacijas
pakapju apzim€jumi saskapa ar klasifikacijas pakapju ekvivalenci, kas noteikta
4.panta.

2. Uz sapemtas klasificétas informacijas kopijam un tulkojumiem tiek izdariti tadi i
pasi apzimé&jumi, un tie tiek aizsargati tapat, ka originali. |

3. Apzimé&jumu prasibas attiecas ar1 uz klasific€to informaciju, kas tiek izstradata
klasificéta liguma ietvaros.

10.PANTS
KLASIFICETAS INFORMACIJAS NODOSANA

1. Parasti klasificéta informacija tiek nodota ar diplomatisko vai militaro kurjeru
vai citd veida, ko apstiprina atbildigas drosibas iestades. Sapémeéja atbildiga
drosibas iestade apstiprina klasificétas informacijas sagems$anu.

2. Ja nepiecieSams nodot lielu daudzumu klasificétas informacijas, {zét “
drogibas iestades katra Saja gadijuma atseviski vienojas un apstiprina 1tr |

veidu, marsrutu un droSibas pasakumus. 3 a,; {;“_ > e
8 ‘fr-,}f"»'#f.u(g;n"-‘,j_;.




3. Citi informacijas nodoSanas vai apmaipas veidi var tikt izmantoti, ja par to
vienojas atbildigas drosibas iestades.

. 11.PANTS
DROSIBAS PRASIBU PARKAPUMS UN KLASIFICETAS
INFORMACIJAS NESANKCIONETA IZPAUSANA

1. Drosibas prasibu parkapuma gadijuma, ka rezultata tiek nesankcionéti izpausta
vai iesp&jami nesankcionéti izpausta klasificéta informacija, tas valsts atbildiga
drosibas iestdde, kura nesankcionéta izpauSana notikusi, nekavéjoties informé
otras Ligumslédzejas Puses valsts atbildigo drosibas iestadi un saskapa ar
nacionaliem normativiem aktiem veic atbilstoS$u §i gadijuma izmeklé$anu un
nepiecieSamos pasakumus, lai mazinatu parkapuma sekas. Ja nepiecie$ams,
Ligumslédz&ju PuSu atbildigas drosibas 1g_'stades sadarbojas i1zmeklé$anas
veikSana. PN

Gy

~

2.Ja informacijas nesankcionéta 1zpauséﬁa rmtlek tresaja valsti, nosititajas
Ligumslédz€jas Puses valsts atbildiga d}os'bas 1estade veic pasakumus, kas

noraditi 1.punkta.

3. Jebkura gadijuma otra Ligumsiédzeéja Puse tiek informeta par izmeklé$anas
rezultatiem, un tai tiek nosutits nobeiguma zigojums par droSibas prasibu
parkapuma iemesliem un ‘apméru.

12.PANTS _
STRIDU IZSKIRSANA

Jebkur§ strids par §1 Liguma interpretaciju vai pieméroSanu tiek atrisinats,
konsultéjoties abu Ligumslédz&ju PuSu valstu atbildigajam droSibas iestadeém.
Lidz bridim, kamér domstarpibas tiek noverstas, Ligumslédz€jas Puses turpina
ieverot $aja Liguma noteiktos droSibas pienakumus.

13.PANTS
- IZDEVUMI

Katra Puse sedz savus izdevumus, kas rodas saistiba ar §T Liguma istenoSanu.




14.PANTS
NOBEIGUMA NOTEIKUMI

1. Sis Ligums ir noslégts uz nenoteiktu laika periodu. So Ligumu apstiprina
saskand ar Ligumslédz&ju Pusu valstu naciondlam juridiskam procediiram un tas
stajas speka datuma, kad tiek sapemts peéd€ais  rakstiskais
pazipojums, ar kuru Ligumslédz€jas Puses inform€ viena otru par to, ka ir
pabeigtas nacionalas juridiskas procediiras, lai Ligums statos speka.

2.81 Liguma darbibu var izbeigt jebkura laika. Ligums tiek izbeigts sesus
méneSus péc pazipoSanas datuma par So faktu otrai Ligumsleédzgjai Pusei.
Neatkarigi no Liguma izbeigSanas visa klasificéta informacija, kas ir nodota §1
Liguma ietvaros, tiek aizsargata saskapa ar $aja Liguma noteiktajam prasibam un
citam informacijas autora prasibam.

3. Sis Ligums var tikt grozits, Ligumsledzgjam Pusém par to vienojoties notu
apmainpas cela pa diplomatiskajiem kanaliem. Sadi grozijumi stajas speka tada
pasa kartiba, kada stajas speka Sis Ligums.

4. Katra ngumsledzeja Puse nekavejoties informé otru Ligumsleédz&ju Pusi par
jebkadiem grozijumiem tas nacionalos nonnatlvaps “aktos; kas ST Liguma ietvaros
var ietekmét klasificétas informacijas alzsardzitﬂr Saﬂ&gad’ijuma ngumsledze_;as
Puses konsultéjas, lai izvertétu §7 Liguma iespéjamos’grozijumus. Lidz grozuumu
staSanas speka klasificéta informacija tiek aizsargata, ki tas ir noteikts 3aja
Liguma, ja vien nosatitaja Ligumsl&dz&ja Puse rakstiski nelidz rikoties atSkirigi.

Ligums noslégts Bukaresté L% 7 '//( os ongmalos eksemplaros rumagu,
latvie$u un anglu valodas, un visi teksti ir vienlidz autentiski. Dazadu Liguma
noteikumu interpretaciju gadijuma noteicosais ir teksts angju valoda.

NIJAS VAL LATVIJAS REPUBLIKAS
VALDIBAS VARDA
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AGREEMENT
BETWEEN

THE GOVERNMENT OF ROMANIA

.

Oy N

THE GOVERNMENT OF THE REPUBLIC OF LATVIA

ON MUTUAL PROTECTION OF CLASSIFIED INFORMATION




The Government of Romania and the Government of the Republic of Latvia,
hereinafter called the Contracting Parties,

In order to safeguard the Classified Information exchanged directly or through other
state bodies or legal public or private entities which deal with Classified Information
of the state of the other Contracting Party and within the framework of activities
which fall under the responsibility of the Competent Security Authorities of the
states of the Contracting Parties,

Have agreed on the following:

ARTICLE 1
APPLICABILITY

(1) This Agreement (hereinafter referred to-as Agreement) shall form the basis
of any activity, involving, in compliance vd’fﬁffaﬁoxﬁl laws and regulations, the
exchange of Classified Information betgf/E‘gn ‘the Contracting Parties through
Competent Security Authorities or through othér state bodies or legal public or
private entities, concerning the following cases:

a) cooperation between the Contracting Parties in the field of national defence
and national security;

b) cooperation, joint ventures, contracts or any other relation between state
bodies or legal public or private entities of the states of the Contracting Parties in the
field of national defence and national security;

¢) sales of equipment, products and know-how.

(2) This Agreement shall not affect the commitments of both Contracting
Parties which stem from other international agreements and shall not be used against
the interests, security and territorial integrity of other states.




ARTICLE 2
DEFINITIONS

For the purpose of this Agreement:

a) Classified Information means:
any information, document and material of any kind, regardless of its form of
appearance, mode and circumstances of generation that requires protection from
unauthorised access for reasons of public interest and which has been classified by
either Contracting Party in accordance with its national laws and regulations;

b) Security Classification means:
category which, according to the national laws and regulations, characterises the
importance of Classified Information and which determines certain restrictions of
access to it, measures of protection and marking;

c¢) Classified Contract means:
an agreement between state bodies and legal public or private entities or between
legal public or private entities themselves, creating and defining enforceable rights
and obligations between them, which contains or involves Classified Information;

RO

d) Contractor or Sub-contl;,a@tor medhy
legal public or private entity entitléd to concludé Classified Contracts, in accordance
with the national laws and regulatrbns of the states of the Contracting Parties;

e) Breach of Security means:
an act or an omission contrary to national laws and regulations, the result of which
may endanger or compromise Classified Information;

f) Compromise of Classified Information means:
a situation when — due to a Breach of Security or adverse activity (such as espionage,
act of terrorism or theft) — Classified Information has lost its confidentiality, integrity
or availability, or supporting services and resources have lost their integrity or
availability. This includes loss, disclosure to unauthorised individuals, unauthorised
modification, unauthorised destruction or denial of service;




g) Security Aspects Letter means:
a document issued by the appropriate authority as a part of any Classified Contract or
sub-contract, identifying the security requirements or those elements of the contract
requiring security protection;

h) Security Classification Check-List means:
a listing of the information connected with the various aspects of a Classified
Contract that should be classified and the Security Classification levels assigned
thereto. That listing may be annexed to or incorporated in a Security Aspects Letter;

i) Personnel Security Clearance means:
a positive decision made by a competent authority and stemming from an
investigative procedure which is to determine the loyalty and trustworthiness of a
person and affirm the conformity with other conditions set out in national laws and
regulations;

j) Facility Security Clearance means:
a positive decision made by a competent authority which is to determine the
capability of a public or private entity to hold and safeguard Classified Information
appropriately and affirm the conformity with other conditions set out in national laws
and regulations;

k) Need to know means: ,""’:u:\
a principle according to which , %ess to Glasmﬁed Information is granted
individually only to thosé persons Who n perfortnmg their official duties, need to

access such information; /

Y

1) Competent Security Authorlty means:
the authority of the Contracting Party which, in compliance with natlonal laws and
regulations, coordinates, at national level, the activity of protection of Classified
Information. Such authorities are listed in Article 6;

m) Designated Security Authority means:
the institution which, in compliance with national laws and regulations and
coordinated by the Competent Security Authority, has specific competences in the
field of the protection of Classified Information; i

n) Third Party means:
an international organisation, a Government, legal public or private entity which is

not party to this Agreement.




ARTICLE 3
PROTECTION OF CLASSIFIED INFORMATION

(1) In accordance with national laws and regulations, the Contracting Parties
shall take appropriate measures to ensure the protection of Classified Information
exchanged or jointly created as a result of any agreement or relation between the

- state bodies and the legal public or private entities of their respective states, in
accordance with the equivalence of the Security Classification levels provided in
Article 4.

(2) The receiving Contracting Party and the state bodies or legal public or
private entities of its state shall neither use a lower Security Classification level for
the received Classified Information nor declassify this information without the prior
written consent of the Competent Security Authority of the state of the originating
Contracting Party. The Competent Security Authority of the originating Contracting
Party shall inform about any changes in Security Classification of the exchanged
information.

(3) Documents marked STRICT SECRET DE IMPORTANTA DEOSEBITA /
SEVISKI SLEPENI / TOP SECRET shall be translated and copied only with the
| prior written consent of the Competent Security Authority of the originating
1 Contracting Party.

(4) Classified Information shall be destroyed in such a manner that any
reconstruction of Classified Information in whole or in part be impossible. The
originating Contracting Party shall be notified_about the destruction. Classified
Information STRICT SECRET DE IMPQKr \DEOSEBITA / SEVISKI
SLEPENI / TOP SECRET shall not be dqﬁsroyed butYeturned to the originating
Contracting Party. When the returning ﬁ; ‘not’. p0581b Classified Information
STRICT SECRET DE IMPORTANTA DEbSEBITA [ ; ‘EVISKI SLEPENI / TOP
SECRET shall be destroyed. >

(5) Access to locations and facilities where Classified Information received
from the other Contracting Party is handled shall be allowed only to those persons
1 authorised in accordance with the national laws and regulations of the states of the
Contracting Parties, with the observance of the “Need to know” principle.

(6) None of the Contracting Parties shall release received Classified
Information to a Third Party without prior written consent of the Competent Security
| Authority of the state of the originating Contracting Party. The present Agreement

e \
;:“ - ( » R
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shall not be invoked by either Contracting Party to obtain Classified Information that
the other Contracting Party has received from a Third Party.

(7) When contractual activities which involve the exchange of Classified
Information are finalised, this information shall be returned to the originator.

ARTICLE 4
SECURITY CLASSIFICATIONS

The Contracting Parties have determined that the equivalence of the national
Security Classifications is as follows:

STRICT SECRET DE SEVISKI SLEPE TOP SECRET

IMPORTANTA
DEOSEBITA
STRICT SECRET SLEPENI SECRET
SECRET KONFIDENCIALIL _ | CONFIDENTIAL
SECRET DE SERVICIU | DIENESTA /= /-
VAJADZIBAM %
ARTICLE 5
SECURITY CLEARANCES

(1) Each Contracting Party shall guarantee that any individual who, due to his
employment or functions, needs to access Classified Information holds a valid and
appropriate Personnel Security Clearance issued by the Competent Security
Authority or other authorities duly designated in accordance with national laws and

regulations.

(2) On request, the Competent Security Authorities of the states of the
Contracting Parties, taking into account the respective national laws and regulations,
shall assist each other in vetting procedures related to and preceding the issue of the
Personnel Security Clearance and the Facility Security Clearance. To this end,
specific arrangements may be agreed between the Competent Security Authorities of

the Contracting Parties.




(3) The Contracting Parties shall mutually recognize the Personnel and
Facility Security Clearances issued in accordance with national laws and regulations
of the respective states.

(4) The Competent Security Authorities shall announce to each’éther any
changes of Personnel and Facility Security Clearances, in particular the cases of thelr
revoke.

ARTICLE 6
COMPETENT SECURITY AUTHORITIES

(1) The Competent Security Authorities responsible, at national level, for the
implementation and the relevant controls of all aspects of this Agreement are:

Government of Romania \

Constitution Protection Bureau H
National Registry Office for Classified Miera 85a, Riga, LV 1013
Information
4 Mures Street, district 1
Bucharest
ROMANIA LATMIA-

" e *'J\x
!’/.5 A

\\

(2) In order to keep the same security &tandards each Competent Security
Authority will give, upon request, the othek: Competent Security - Authority
information about its security organization and ‘procedures. To this end, the
Competent Security Authorities will also agree on visit procedures in both states.

(3) Should the need arise, the Competent Security Authorities shall consult
each other on the technical issues of the implementation of this Agreement and, by
mutual arrangement, may draw up Supplementary Executive Protocols.

I:el




ARTICLE 7
- VISITS

(1) Visits to premises where Classified Information is developed, handled or
stored, or where the activities described in Article 1 are carried out, shall be allowed
only by the Competent Security Authority / Designated Security Authority of the
respective state to visitors from the state of the other Contracting Party.

(2) A visit request shall include the following information:

a) visitor’s name and surname, date and place of birth, nationality and passport
or other identity document of the visitor;

b) official (employment) status of the visitor, including the name of the
establishment, company or organization, which the visitor represents;

c) certification of the visitor being administratively cleared or possessing a
Personnel Security Clearance;

d) the facility to be visited — name and address and purpose of the visit;

e) point of contact at the facility to be visited, previous contacts and any other
information useful to determine the justification of the visit;

f) expected date of arrival and departure and duratlon of the visit.

(3) The vahdlty of visit authorization shall n?f emeed IQ x{mnths

(4) Other procedures may be used if agreed upon by both 'Competent Security
Authorities.

APRD

(5) Each Contracting Party shall guarantee the protection of personal data of
the visitors according to the respective national laws and regulations.

ARTICLE 8
CLASSIFIED CONTRACTS

(1) In the event that either Contracting Party, state bodies or legal public or
private entities of its state intend to award a Classified Contract to be performed
within the territory of the state of the other Contracting Party, then the Contracting
Party of the state in which the performance is taking place, will assume
responsibility for the protection of Classified Information related to the contract in
accordance with its own national laws and regulations.




(2) Prior to releasing to Contractors or prospective Contractors any Classified
Information received from the other Contracting Party, the receiving Contracting
Party through the Competent Security Authority, shall:

a) grant appropriate Facility Security Clearances to Contractors or prospective
Contractors on condition they have fulfilled the requirements for their issue;

b) grant appropriate Personnel Security Clearances to all personnel whose
duties require access to Classified Information on condition they have fulfilled the
requirements for their issue.

(3) The Contracting Parties shall ensure that every Classified Contract
includes an appropriate Security Aspects Letter which includes a Security
Classification Check-List.

(4) Further procedures related to Classified Contracts shall be developed and
agreed upon by the Competent Security Authorities of the Contracting Parties.

(5) The Contracting Parties shall ensure protection of copyrights, industrial
property rights — patents included — and any other rights connected with the
Classified Information exchanged between their states, according to the respective
national laws and regulations. /

(6) Sub-contractors interested in classified sub—contracts sh:aﬁil be submitted in
advance by the Contractor to the Competent Securlty Authorﬂ:y for approval. If
approved, the Sub-contractor must fulfil the same security obligations as have been
set for the Contractor.

ARTICLE 9
MARKING OF CLASSIFIED INFORMATION

(1) The received Classified Information shall be marked with a national
| Security Classification, according to the equivalence stipulated in Article 4.

(2) Copies and translations of the received Classified Information shall be
marked and handled in the same manner as the originals.

(3) The marking requirements shall also apply to Classified Information
generated within a Classified Contract.




ARTICLE 10
TRANSMISSION OF CLASSIFIED INFORMATION

(1) Classified Information shall be transmitted normally by ¢imicratic /
military courier or other means approved by the Competent Security Authoriz:e:. The
receiving Competent Security Authority shall confirm the receipt of Classified
Information.

(2) If a large consignment containing Classified Information is to be
transmitted the Competent Security Authorities shall mutually agree on and approve
the means of transportation, the route and security measures for each such case.

(3) Other approved means of transmission or exchange of Classified
Information may be used if agreed on by the Competent Security Authorities.

ARTICLE 11
BREACH OF SECURITY AND COMPROMISE
OF CLASSIFIED INFORMATION

(1) In case of a Breach of Security that resu}tg in faa\ﬁompromlse or possible
Compromise of Classified Information, the Coqlpetent\ Sec’uhty Authority of the
state where the compromise occurred shall prom}{tiy‘ 1nform the}Competent Security
Authority of the state of the other Contracting: Party, enigure proper security
investigation of such event and take the necessary measures to limit the
consequences, in accordance with national laws and regulations. The Competent
Security Authorities of the Contracting Parties shall, if required, cooperate in the
investigation.

(2) In case the compromise occurs in a third state the Competent Security
Authority of the state of the originating Contracting Party shall take action as of
| paragraph 1.

(3) In any case, the other Contracting Party shall be informed of the results of

the investigation and shall receive the final statement as to the reasons of the event
| and the extent of the damage.
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ARTICLE 12
SETTLEMENT OF DISPUTES

Any dispute regarding the interpretation or application of this Agreement shall
be resolved by consultation between the Competent Security Authorities of the states
of the Contracting Parties. Pending the consultations for the settlement of the
controversies, the Contracting Parties shall continue to fulfil the security obligations
deriving from this Agreement.

- ARTICLE 13
EXPENSES

Each Party shall cover its own expenses incurred in connection with the
implementation of this Agreement.

ARTICLE 14
FINAL PROVISIONS

(1) This Agreement is concluded for an mdeijﬁ%
Agreement is subject to approval in accordance with ‘ha;mn
the state of each of the Contracting Parties and shall eiﬁer mto forQe on the date of
the receipt of the last written notification of the Con @ctlng Partles informing each
other of the completion of national legal procedures nécessary for its entering into

force.

(2) This Agreement can be terminated at any time. The termination shall be
effective 6 (six) months after its notification to the other Contracting Party.
Notwithstanding the termination of this Agreement, all Classified Information
{ provided pursuant to this Agreement shall continue to be protected in accordance
1 with the provisions set forth herein and with any other requirements of the originator.

(3) This Agreement may be amended by the mutual consent of the Contracting
Parties by an exchange of notes through diplomatic channels. The agreed
| amendments shall enter into force according to the same procedures envisaged for

the entry into force of this Agreement.

} (4) Each Contracting Party shall promptly notify the other Contracting Party
{ of any changes to its national laws and regulations that would affect the protection of
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fment 3 such case, the Contracting Parties
shall consult to consider possible e ggoﬁ_:\is Agreement. In the meantime,
Classified Information shall continji.to sbe protgcted as described herein, unless
requested otherwise in writing by thé{;(';)ﬁg‘inat’ingC'ontracting Party.

Classified Information under this Agy _

Signed in Bucharest on / / 4‘“‘“’ ’200'9 in two original copies, each in the
Romanian, Latvian and English ldhguages, all texts being equally authentic. In case
of differences in interpretation, the English text shall prevail.

FOR THE GOVERNMENT FOR THE GOVERNMENT OF
THE REPUBLIC OF LATVIA

qug% Zw”&
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